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*Mé phong tao mét trang déng nhdp gia (ding trong mdi truomg lab).
+Do tim cac déu hiéu phishing trong trang web.
+Trién khai céng cu kiém tra URL (PhishTank, URLScan.io)

NGHIEN CUU GIAI PHAP Khao sat nguyén Iy hoat déng, cic tinh niing ciia Velociraptor (thu thap dit lidu diém cudi, phan tich log, t ddng hoa phan img).
VELOCIRAPTOR VA UNG Trién khai méi truémg lab d& mé phéng sit cb (truy cap trai phép, danh cép dit liéu) trén méy ao/container. . ‘
DUNG TRONG DIEUTRA,  [Danh gi hiéu qua phit hign va phin img cia Velociraptor qua cac kich bin tin cong, Ng"y‘:“. Quoc |sunq@huit.eds. | MMTé
(NG PHO SU'CO AN TOAN  |Dé xut cai tién tich hop Velociraptor véi céc cong cu khéc. o m ATTT
MANG Bio cdo Iy thuyét, trién khai, va két qua kiém thir,

. . Khio sat méi de doa mang khéng day (rogue AP, unauthorized access).
NGHIEN CUU GIAI PHAP AN N . o g _

” Phan tich tinh ning giam sét cta NetAlertX (phat hi¢n thiét bi trai phép, hanh vi bt thudmg). . ‘
TOANCHOMANGRHING |yl o nie A e s sty el Uaol, s phii mang Wi-Fi bing OpenWRT va thiét bi gia lép (QEMU). Nguyén Quée [sung@huitedu | MMT&
DAY DUA TREN CONG CU Sl 2 P ; Sir wn ATTT
MA NGUON MO NETALERT X Kiem thir kha ning phat hién qua tan cdng rogue AP (Aircrack-ng).

Dé xudit giai phap béo méit (WPA3, network segmentation) va bio cdo két qua.
gfcl umﬁz CI S%UA;:’ ‘; ﬁzgﬁga Khio sit c&c logi thn cing mang (brute force, privilege escalation, data exfiltration).
PHUC VU DAO TAO AN TOAN | T1iét ké i thiéu 3 kich bin tin céng gido du trén Cyber Range (Kali Linux, Metasploitable). Nguyén Quée |sunq@huit edu | MMT&:
Trien khai va kiem thir kich ban qua cac budi dao tao thir nghiém. A
THONG TIN TREN HE THONG g o i e : " Sir il ATTT
THAO TRUGNG MANG Danh gia hi¢u qua ning cao ki nang phat hién va img phé cta hoe vién.
& z v s A - s PRy . A A e ok
CYBER RANGE Bao cao |y thuyét, trién khai, két qua kiém thir, va dé xuft cai tién
; i " Khio sét tinh nang SOAR (TheHive, Shuffle) trong tu ddng hoa va didu phéi img ciru s cb.
NGHIEN CUU GIAI PHAP iy g b A F : . N
. . Trien khai TheHive/Shuffle trén méy do/container dé mé phoéng sir ¢ (truy cdp trai phép, danh cap dir lidu). 5 % i
g:fg;:g'c?&c&w Céu hinh workflow tu dng (chin IP, giri cinh béo) va kidm this higu qui Nguyn Qube (suna @huiteds | MMT&
THPG PN SOIAR Dé xult cai tién tich hop SOAR véi cc cong cu khéc. o m ALLE
Bao cao Iy thuyét, trién khai, két qua kiém thir,
Khao sét tinh néng cia THOR (YARA/Sigma rules, IOCs, anomaly detection).
NGHIEN CUU TRIEN KHAI | Trién khai THOR trén méy do/container dé phan tich tn cong (brute force, privilege escalation, data exfiltration), Nevin Oul ‘
CONG CU PHAN TICH TAN  [M@ phong tin cang bing Kali Linux vi Metasploitable, thu thp vi phan tich log, e Quée |sung@huitedu | MMT&
CONG MANG THOR Dénh gié hidu qua phét hign va &8 xult ci tidn, o a1 ATTT
Bio cio I thuyét, trién khai, két qua kiém thir
NGHIEN CUU CAC K¥ THUAT| g.g:'n:; :"" “‘6":: ::i‘ ??;;ncz’;! d]": :"ﬂ""::;
VA CONG CU TAN CONG Mé phang tn céng Lateral Movement (RDP, PowerShell, credential theft) bing Metasploit Nguyen. Quée sung@huit.edu.| MMT&
LATERAL MOVEMENT e R e o T ; ; ; Sir wn ATTT
'TRONG MOI TRUGNG MANG Phin tich log, danh gia hiéu qua phat hién va dé xuét bién phap img pho (network segmentation, MFA).
i Bao céo ly thuyét, trién khai, két qua kiém thir
Tong quan vé kién tric Web Application
+Téng quan vé Co sé dir liéu
B Ene L E g ~Téng quan vé cic I8 héng ciia Web Application
a“ S log Ut dich e [oph oo il ohe ki o lils quan da Wab Applicaicn Trdn Th Bich |vanttb@huit ed | MMT&
, phén tich nii ro va giai phap | _: P i e
s ik «Tong quan vé cac k¥ thuiit tan cng Web Application va Web server. Vin uvn ATTT
pRing +Téng quan vé cac cdng cu khai thic 16 hdng SQL Injection, XSS, Web phishing, file upload; trén Web Application;
* Xay dung Website thuc hién kich ban tan céng, phong thi.
- Tim hiéu Ky thuat tao web phishing:
oTyposquatting
oCloning trang hop phap
Tim hiéu vé tan cong gia mao oFake HTTPS, chimg chi gia
‘Web Phishing - Xdy dung giai =Phan tich cach ngudi ding bi lira qua cic trang ding nhép gia Trén Thi Bich vanttb@huit ed | MMT&
phip cho cac su cb gid mao +Nhén dién phishing théng qua URL, ma nguén HTML, favicon, JS obfuscation Vin wvn ATTT
Website +Giai phap bao vé: Web filter, DNS filter, phdn mém EDR




Xay dung co ché xac thye 2 nhén
té (2FA) két hop OTP cho h¢
théng Website

Tim hiéu vé co ché xac thuc ding nhip,

 Phiin loai va phin tich chi tiét céc cor ché xéc thue phd bién (mdt yéu 16, hai yéu 16, da yéu 16)

~Tim hiéu vé phueng phap sinh mi (HOTP , TOTP)

-Xdy dung hé théng xac thuc 2 16p (Xdy dung website, img dung doc mi OTP/ QR, xéc thyc tin nhén bing Email/ Dién thoai di déng

Trdn Thi Bich

LI

vanttb@hwited | MMT&

ATTT

Ung dung tri tug nhin tao trong
phat hign hinh thire tdn céng tir
chéi dich vu phén tan (Distributed
Denial of Service - DDoS

- Tim hiéu v& hinh thirc tAn céng tir chdi dich vu

- Tim hiéu cac dich vu IDS/IPS

- Tim hidu vé cac tap ludt phat hién xdm nhip

- Tim hiéu vé cAc k¥ thuit tri tué nhén tao diing trong du doan, phat hién xdm nhép

- Lura chon mé hinh/ thir nghiém cac thuét toan,

- Phan tich di liéu ap dung cho md hinh thudt toan , so sanh két luiin

- Xay dyng cac tinh hudng tAn céng va thuc nghiém cac phuong phép dya trén thudt toan va md hinh di chon.

Vién

Trén Thi Bich

uvn

vanttb@huit.ed | MMT&

ATTT

Ung dung tri tué nhén tao trong hé
théng IDS phat hién xm nhép bat
thuémg va canh béo.

-Tim hiéu cac dich vu IDS/IPS

-Ung dung tri tué nhén tao trong viéc phét hign xim nhip bt thuimg hé théng mang

_Tim hiéu ting quan vé tri tué nhén tao va cic md hinh huén luyén.

-Tim hiéu tbng quan vé hé théng phat hién xdm nhép (IDS) mé nguén m& Suricata.

-Tim hiéu céc tap ludt phat hién xam nhdp cia Suricata

“Xéy dyng céc tinh hung tan cdng mang va thuc nghiém cac phuong phap 4é phong thi bing IDS éng tap ludt va thudt toan img dung tri tué nhén tao

Van

Trin Thi Bich

uvn

vanttb@huit.ed | MMT&

ATTT

Tim hiéu cac ky thudt tan cng
API Security, trién khai hé théng
t4n cong va phong thil

- Tim hiéu kién thirc vé bao mét API, Tim hiéu cac céng cu hd tro trong phin tich 18 héng hé théng
_Phan tich 13 héng va Ién kich ban thue nghiém tin cdng va phéng thi it nhit 5 loai.

[1Phan tich, thiét ké, cai dt hé théng, hoan chinh véi cac k§ thudt tin cdng 13 hong duoe liét ké sau
(Injection Attacks (SQL Injection, Command Injection)

(|Broken Authentication & Authorzation

[JAPI Rate Limiting Bypass

[IMan-in-the-Middle (MITM) Attacks

[1Cross-Site Scripting (XSS) & Cross-Site Request Forgery (CSRF)

[Server-Side Request Forgery (SSRF)

[IDenial-of-Service (DoS) & API Abuse

[Unrestricted File Upload

DIDOR (Insecure Direct Object References)

[IRace Condition From Code

[1Parameter Pollution

[ISession Fixation, ..

Trén Thi Bich

Véan

uyn

vanttb@huited | MMT&

ATTT

Trién khai tinh ning bao mét trong
xay dyng (g dung ban hang dién
may

« Trién khai trén hé diéu hanh Linux, phiin tich, thiét ké va cai dat img dung ban hang dién may c6 ap dung céc tinh nang bao mét cia Oracle
* Céc chirc nang chinh trén website

-Quan Iy kho, nhén vién,ca trye, hang hoa co két hop cac ky thuit ma héa théng tin, profile, dinh danh + xac thuc; kiém toan
- Hing hoa c6 c6 truy xudt ngudn gbc bing mé quét QR

- Quan Iy theo ddi héa don cé 1ap hoa don durge ky sb

- Phan quyén (két hop VPD, OLS)

- Diéu khién truy cdp MAC + DAC

- Cloud database

- Quan ly Tablespace, session, connection

- Sao luu, phuc hdi co s¢ dir lidu

* Cac chirc ndng trén app mabie:

- Diing ky, ding nhdp, ddi mit khiu

- Xem théng tin ca tryc, hang hoa, dat hang

* Céng nghé sir dung

- Web: asp.net mve, angular, reactjs...

- App mobile: flutter...

- Hé quan tri c& so dir ligu: Oracle

- Hé diéu hanh: Oracle Linux

N guyén
Phuong Hac

uvn

hacnp@huited | MMT&

ATTT




Trién khai tinh ndng bio mit trong
xéy dyng img dung san xuét linh
kién 6 16

* Trién khai trén hé diéu hanh Linux, phén tich, thiét ké va cai dit img dung quan Iy san xuit linh kién & t c6 ap dung céc tinh ning bao mét cua Oracle
* Cac chirc ning chinh trén website

-Quan ly kho, nhén vién,ca san xudt, linh kién, nguyén liéu co két hop cac ky thudt ma hoa théng tin, profile, dinh danh + xéc thue; kiém toan
- Linh kién c6 o truy xuét nguén gde bang ma quét QR

- Quén Iy theo ddi héa don c6 l3p hoa don duge ky sb

- Phin quyén (két hop VPD, OLS)

- Bidu khién truy cip MAC + DAC

- Cloud database

- Quan ly Tablespace, session, connection

- Sao luu, phue héi co s dit lidu

* Cac chirc ning trén app mobie:

- Diing ky, dang nhap, ddi mit khiu

- Xem théng tin san xuét, linh kén, djt hang

* Cong nghé sir dung:

- Web: asp.net mvc, angular, reactjs...

- App mobile: flutter...

- Hé quan trj c& s¢r dir iéu: Oracle

- Hé didu hanh: Oracle Linux

Nguyén
Phuong Hac

hacnp@huit.ed

uwvn

MMT&
ATTT

Trién khai tinh niing bao mit trong
xiy dung (mg dung web mua ban
616

* Trién khai trén hé diu hanh Linux, phan tich, thiét ké va cai dat img dung ban & t8 c6 ap dung cac tinh niing bio mét ciia Oracle
* Cac chire nang chinh trén website

-Quan Iy kho, nhin vién,ca trye, 6 16 c6 két hop cac ky thudt mé hoa théng tin, profile, dinh danh + x4c thye; kiém toén
- O 1 ¢6 ¢6 truy xuit ngudn gdc bing ma quét QR

- Quan ly theo d&i héa don ¢ 1ap hoa don duge ky 56

- Phin quyén (két hop VPD, OLS)

- Piéu khién truy cip MAC + DAC

- Cloud database

- Quan ly Tablespace, session, ion

- Sao luu, phuc hdi co sé dir ligu

* Cac chirc ning trén app mobie:

- Ding ky, diang nhap, ddi mit khau

- Xem thong tin ca truc, hang hoa, dit hang, dét dich vu lai thir

* Cong nghé sir dung:

- Web: asp.net mvc, angular, reactjs

- App mobile: flutter...

- Hé quan tr1 c& s dir lidu: Oracle

- Hé diéu hanh: Oracle Linux

Nguyén
Phuong Hac

hacnp@huit ed

uwvn

MMT&
ATTT

Trién khai tinh ning bao mit trong
xdy dung img dung bao duéng 6
to

* Trién khai trén hé diéu hanh Linux, phan tich, thiét ké va cai dit ing dung bio dudng & t8 c6 ap dung cic tinh néing bao mit cia Oracle
* Cac chirc ning chinh trén website

-Quan Iy kho, nhan vién,ca tryc, linh kién, dich vu c6 két hop cac ky thudt ma hoa thong tin, profile, dinh danh + xac thye, kiém toan
- Linh kién c ¢6 truy xuft ngudn gdc bing mé quét QR

- Quin Iy theo ddi hoa don c6 1ap héa don duge ki sb

- Phén quyén (két hgp VPD, OLS)

- Diéu khién truy cip MAC + DAC

- Cloud database

- Quan ly Tablespace, session, connection

- Sao luu, phue hdi co s& dit liéu

* Cac chirc néng trén app mobie:

- Dang ky, dang nhip, d6i mét khiu

- Xem thong tin ca trye, linh kién, dit lich bao dudng

* Cong nghé sir dung:

- Web: asp.net mve, angular, reactjs...

- App mobile: flutter...

- Hé quan try ¢& 5o dir ligu: Oracle

- Hé diéu hanh: Oracle Linux

Nguyén
Phuong Hac

ha

huit ed
uvn

MMT&
ATTT




* Trién khai trén hé diéu hanh Linux, phin tich, thiét ké va cai dit img dung sira chita va bao hanh dién thoai c6 ap dung céc tinh niing bao mit cia Oracle
* Cac chirc ning chinh trén website
-Quan ly kho, nhin vién,ca tnre, linh kién, dich vy co két hop cac ki thut ma hoa thong tn, profile, dinh danh + xac thye, kiém toan
- Linh kién cé ¢6 truy xult ngudn géc bing ma quét QR
- Quin Iy theo ddi héa don cé 1ap hoa don duogc ky 6
- Phan quyén (két hop VPD, OLS)
- Pidd khién truy cdp MAC + DAC
Tridn khai tinh nang bdo mét trong | g:f::l, Tabl s .
17 |xiy dung (mg dung sifa chia vi s w: phu:im :::;rl-;ecuonn io Phﬁog:ye:] hacnp@huit.ed A:M]_I_rf
bao hinh dign thoai * Cac chirc néng trén app mobie: BEe Hall
- Dang ky, dang nhip, d6i mét khiu
- Xem thong tin ca truc, linh kién, dit lich sira chira
* Cong nghé sir dung:
- Web: asp.net mvc, angular, reactjs..
- App mobile: flutter...
- Hé quan tri c& s& di liéu: Oracle
- Hé diéu hanh: Oracle Linux
* Tridn khai trén hé diéu hanh Linux, phan tich, thiét ké va cai it img dung quan 1y hé thong cham séc bénh nhén bang vt Iy tri ligu co 4p dung céc tinh ndng bao mét cia
Oracle
* Cac chirc ning chinh trén website
-Quan ly kho, nhén vién, duoc ligu, dich vu co két hop céc ki thudt ma hoa théng tin, profile, dinh danh + xac thuc, kiém toan
- Duoc lidu c6 ¢ truy xuft ngudn gde bing mi quét QR
- Quan Iy theo déi hoa don c6 lap hoa don duoc ky 56
- Phin quyén (két hop VPD, OLS)
- Diéu khién truy cip MAC + DAC
Trién khai tinh ndng bao mit trong |- Cloud database .
18 |xiy dyng quin ly hé théng cham |- Quén Iy Tablespace, session, connection Nguyen hacnp@huit ed | MMT&
séc Vit Iy tri ligu - Sao luu, phuc hdi co s¢ dir liéu Phuong Hac wvn ATTT
* Cac chirc ning trén app mobie
- Dang ky, ding nhip, dbi mét khiu
- Xem théng tin duge liéu, cira hang, dét lich cham soc
* Cong nghé sir dung:
- Web: asp.net mvc, angular, reactjs...
- App mobile: flutter..
- Hé quan tri o s& dir liéu: Oracle
- Hé diéu hanh: Oracle Linux
+Tim hiéu cong nghé gia mao giong noi: Voice Cloning, Al voice synthesis
«Trién khai kich ban tan cong: goi dién gia linh dao ra Iénh chuyén tién, gia mao khach hang, social engineering
+Tim hidu cac du hiéu nhan dién Deepfake voice: ngit diéu, 4m thanh nén, dé khop néi dung
+Tim hiéu cic bién phap phong chéng: xac thuc da yéu 18, xac minh qua kénh song song, voice biometrics
+Tim hiéu cic cong cu voice cloning dé tao giong ndi gia (mdi truomg offline, khdng phat tan)
+Tim hiéu vé Deepfake video: k¥ thuit tao bing Al (GANs)
+Muc dich tén céng: gia mao lanh dao, tin gia, ha uy tin, lira dao tai chinh
1o [Nghiéa ciru vé deepfake vicic  |-Tim h;éu cic diu hiu nhin bm Deepfake: anh sang, chap mit, khop giong néi, biéu cam Vi Bise Thin | hithvd@huit e| MMT&
giai phap phong chong «Tim hiéu cac céng cu phat hién Deepfake video: uEnro Ly duvn ATTT
oMicrosoft Video Authenticator
oDeepware Scanner
«Trién khai nghe va phin tich doan ghi &m Deepfake.
+Trién khai phin tich video Deepfake mau, chi ra cac chi tiét bét thuang.
+So sanh doan ghi dm, video thit véi doan ghi am, video Deepfake
«Kiém tra dé tin cdy bing cong cy Al
Nghién cinu, phan tich thiét ké cac tinh néng, xiy dymg hé thong quén Iy hoc tip
oQuan Iy gidng vién: hd so giang vién (co hiru va thinh giang), lich day, l6p day, v.v...
Xy dyng hé théng quan Iy hoe  [oQuan Iy sinh vién: hé so sinh vién, lich hoc, didm sd, v..

20 tip tich hop tinh nang phat hién va [oQuan Iy 1&[) hoe: Tao lop hoc,A d'iém danh,‘ phé:n niléum, kiém tra, diém s, xuédt danh sach diém danh, v.v... e _ |thinhvd@huit e | MMT&
nhin dién khudn mat (FacelD) dé |-Xéy dung tinh nang FacelD va tich hgp vao h¢ thong LMS: Vi Bic Thinh v ATTT
quan Iy 16p hoc oXir Iy hinh anh ddu véo tir camera d& phuc vu cho cic bude phin tich (computer vision) o

oXdy dung tinh néng phat hién khudn mat wr camera thang qua giao dién Website (object detection)




Xay dung hé théng quan Iy hoc

Nghién ciru, phén tich thiét ké cac tinh niing, xdy dyng hé théng quan Iy hoc tap:
oQuan Iy giang vién' hd so giang vién (co hiru va thinh giang), lich day, 16p day, v.v...
0Quin ly sinh vién: hé so sinh vién, lich hoc, diém 58, v..

Fil : S s oQuan ly 1ép hoc: Tao 16p hoc, diém danh, phin nhom, kiém tra, diém s6, xudt danh sach diém danh, v.v v e . |thinhvd@huit e | MMT&
Vi b
& “fa:ih m;":;j‘; 6?:0 8 | Xay dung tinh naing chir ky s4 va tich hop vao hé théng LMS @ Brc Thinh duvn ATTT
TR oNghién ciru vé cac hé mé hoa img dung tao chir ky sé
oXdy dyng tinh ning ky s trén cic vin ban tich hop vao hé théng LMS
Kiém tra md ngudn, céu hinh dé xem xét 16 héng va cac hanh vi bt thuémg bang cac k¥ that :
Phén tich finh
Nghién ciru va trién khai o . .
2 A R Phn ti o z th @hu
22 |Pentesting trén Android h?n ‘tdl i ?ong Vii Bic Thinh inhsd ite| MMT&
Applicativn Phéin tich ty dong duwvn ATTT
Dich ngugc ma
Tim hicu vé cac loai ma déc
PR PO NI PO
Nghién ciru ’ve ma doc va I.Tg ) TJ.m quu cac bo‘da.tasct vé m.a doc . ‘ inhvd(@hui MMT&

23 |dung hoc may trong phat hién md [Tim hiéu cac mé hinh hoc may Vi Bie Thinh udfahuin ¢ ATTT

doc Kiém thir mé hinh xac dinh d§ chinh xac trong phat hién ma déc
-Dy doén va phin loai vai trd nguén ding trén mang xa hdi, sir dung dir liéu dinh luong tir Twitter Ego Networks. Céc dic trung nhur cac chi s6 Centrality (Degree,
DU DPOAN VAI TRONGUOI  [Betweenness, Eigenvector, Closeness) va thudc tinh ngui dung (Num_Features) duoc khai thac dé xay dymg tap dir ligu déic tumg, tir d6 trién khai quy trinh phén tich gdm:

5 DUNG TREN MANG XA HOI  |+Xdy dyng dic trung phan anh hanh vi va vi tri nguéi diing; Vi Dite Thinh | tinhvd@huite | MMT&
BANG PHUGNG PHAP HOC  |+Gan nhan vai tré dua trén nguémg hodic K-means: y uvn ATTT
MAY +M&d phang lan truyén théng tin biing md hinh SIR;

o _ ] - Nghién ciru cac 16 hong CVE dién hinh trén hé diéu hanh va img dung
& kich e .
Xa'y d:m§ mo‘.m. i .ban k}“.” - Phin loai céc 18 hong: Buffer Overflow, Command Injection, SQL Injection, RCE, Privilege Escalation. s
thac lo hong hé dieu hanh va img i e 2 T P T Z A ;| tuanla@huited | MMT&

25 PR T i o Xay dymg cac kich ban mé phong khai thac 16 hong (trén méi trrémg do hodc sandbox) Lé Anh Tuéin ATTT

n::.jcvr: 1 e - Xdy dyng kich ban khai thic gitp ning cao nhin thire, kha néing phong th va kidm thir xdm nhip. uvn
- Danh gia mirc 46 anh hudmg va bién phap khac phuc
Tim hiu, trién khai hé thong giam |- Tim hiéu kién thirc vé giam sat mang va cic cdng cu m nguén ma, wanla@huit ed | MMT&
26 |sat an ninh mang sir dung gidi |- Cai dit va trién khai hé thong LibreNMS dé giam sat mang ndi bd (Tdp trung vao chire néng giam sét mang vi phat hién su ¢6). L& Anh Tudn aim | aTTT
phap ma ngudn mé LibreNMS - Panh gia kha ning (mg dung LibreNMS trong méi tnromg thye té. :
OINhin dién giao dich bét thuong trong giao dich Blockchain nhu rira tién, gian lan.
e DAp dung Graph Neural Networks (GNN) dé phan tich luéng giao dich.
hat h i 5 3
= mﬁ:‘:";ﬂ":‘l i .‘::; c;f'l;:’“‘k haip | THiin luyén md hinh trén Elliptic Dataset, Ethereum Transaction Data Nguyén Thi | thaonth@huit.e | MMT&
1o frong g1a0 AR BIOCkNAN 1K hao sét kha nang két hop GNN véi hoc ting cuimg dé cai thién higu qu phat hién bit thiimg trong @ thi giao dich dang Hong Thio duvn ATTT
bang Deep Learning AR i i
ODbanh gia hiéu suat
[IPhén tich cic dac tnmg cia email lira dao (Domain gia mao, tir khoa dang nge, lién két ddc hai)
Nghién ciru thudt toan Naive [Két hop k¥ thudt trich xudt diic tumg ngit nghia bing BERT/Sentence-BERT dé cii thién dAu vao cho mé hinh Naive Bayes

28 Bayes két hop trich xuat dic tnmg | 0Thu thap tap dir lidu email thit tir cac ngudn nhu SpamAssassin, Enron Dataset Nguyén Thi |thaonth@huit e | MMT&
nglr nghia irng dung trong phat [JHuén luyén thudt toan Naive Bayes dé phén loai email an toan va email lira dio Héng Thao du.vn ATTT
hién email lira ddo CPanh gia d6 chinh xic cia md hinh trén tép dir liéu thue nghiém.

[/Phan tich cac dic tnmg ctia email lira dao (Domain gia mao, tir khoa dang nga, lién keét ddc hai)
Nghién ciru thudt toan Random  |[1Két hgp k¥ thuit trich xudt dac tnmg ngir nghia bing BERT/Sentence-BERT dé cai thién dau vao cho mé hinh Random Forest.

2% Forest két hgp trich xufit dic trumg, | CThu thilp tp dir lidu email thit tir cic ngudn nhu SpamAssassin, Enron Dataset. Nguyén Thi |thaonth@huit.e | MMT&
ngir nghia img dung trong phat [Huén luyén thuét toan Random Forest dé phn loai email an toan va email lira dio. Héng Thao du,vn ATTT
hign Email lira dao OPanh gia 45 chinh xac ctia mé hinh trén tap dir liéu thye nghiém.

[Phin tich cac diic tnumg cia email lira ddo (Domain gia mao, tir khoa dang nge, lién két déc hai).
Nghién clru thudt toan XGBoost |JKét hop ky thuit trich xuét dic tnmg ngir nghia bing BERT/Sentence-BERT dé cii thién ddu vao cho thuit toan XGBoost

10 keét hop trich xudt dac trung ngir | Thu thap v tién xir Iy tp dir liéu email tir cac ngudn céng khai nhu SpamAssassin, Enron Corpus, Kaggle, v.v Nguyén Thi |thaonth@huit e | MMT&
nghia img dung trong phat hién | [1Xdy dung va hudn luyén thuét toan XGBoost dé phat hién Email lira déo. Hong Thao duvn ATTT
Email lira dao [IPanh gia md hinh dya trén cac tiéu chi: Accuracy, Precision, Recall, Fl-score va ROC-AUC

OPhan tich cac dic tumg cla email lira dido (Domain gia mao, tir khoa dang nga, lién két doc hai)
Nghién ciru mé hinh hoc sdu OThu thip v tién xir Iy tip dir liéu email tir cac ngudn cdng khai nhu SpamAssassin, Enron Corpus, Kaggle, v.v.

) LSTM két hop Word Embedding |[CBiéu dién van ban email thanh dang vector ngir ngl}Ta sir dung k¥ thuiit Word Embedding (Word2Vec hoic GloVe) Nguyén Thi |thaonth@huit.e | MMT&
img dung trong phat hién Email  |0Xdy dung va hudn luyén mé hinh hoc siu LSTM dé nhan dién email lira dao dva trén dit liéu viin ban. Héng Thao duvn ATTT

lira dao.

OBanh gia md hinh dya trén cac tiéu chi: Accuracy, Precision, Recall, F1-score va ROC-AUC




Nghién ciru thuit toan XGBoost

[IPhn tich hanh vi truy céip mang va xac dinh cac déc tnmg c6 thé giip nhén dién truy cép bat thuomg.
[OThu thip va xir Iy tip dix lidu log tir ngudn cong khai (CIC-IDS2017, UNSW-NBI5...).

Ap dung thudt toan XGBoost dé hudn luyén m hinh phat hién bit thuémg,

K&t hgp k¥ thudt xir Iy di liéu mét cin bing nhu SMOTE hodic ADASYN dé cai thién kha nang phat hién.

Nguyén Thi

thaonth@huit.e

MMT&

32 |img dyng trong pht hién huu (1Phat trién mét cng cu canh bio truy cdp bét thuémg thén gian thie bing Python (Flask/Streamlit) Héng Thio duvn ATTT
lzgng mang bat thuéng [Pénh gia mé hinh dia trén céc tidu chi: Accuracy, Precision, Recall, F1-score va ROC-AUC.
[1Panh gia hiéu qua mod hinh theo d§ chinh xac, 4§ nhay, toe dd xir ly.
- Tim hiéu cac phan mém Sandbox phd bién hién nay
Nghién ciru va trién khai Cuckoo |- Danh gid iu nhuge diém cac Sandbox s oc o [totid@huitedu | MMT&
3 anhdbox T il ikt sindbos Tmnbec It 1o ATTT
- Trién khai hé thanE Cuckoo sandbox
- Tim hiéu cac phan mém Sandbox phé bién hién nay
34 [Nehién citu va trién khai Detux |- Pénh gié wu nhuoe diém cac Sandbox e Do T |12t @huit MMTé&
Sandbox - Tim hiéu Detux sandbox v ATTT
- Trién khai hé thé»n_g Detux sandbox
E— _ |- Tim hiéu nén tang loT
Nehién ciru thudt todn hoo sdu thir | 20 cop (4 117a chon céc thuit todn phat hién, phin loai tén cong DDoS o oo |otd@huitedu | MMTE

35 [nghiém phat hién tan cong tir choi g RO 5 Trin Dac Tot

i BEETAT - Nghién ciru céc thuét toan hoc siu . ‘ ] o vn ATTT
IEIL 0 TTO0g - Thye nghiém ap dung md hinh hoc séu trong bai toén phat hién tAn cdng tir chéi dich vu IoT
- Tim hiéu nén tang loT
16 Nghién ciru thudt toan hoc sdu img |- Céc phuong phap phat hién mé doc loT truyén thong va hién dai nhu ap dung mé hinh hoc siu Trin Dic Tét tottd@huit edu. | MMT&
dung trong phét hién ma doc loT |- Nghién ciru mang théng tin hén tap va mé hinh 4 thi hoc séu vn ATTT
- Thue nghiém &p dung mang théng tin hdn tap két hop véi mé hinh db thi hoc séu trong bai toan phén [6p mé déc loT
Nghién ciru mang thong tin hén - Tim hifu nén ting Android P .
i i p : - Céc phuong phap phat hién ma déc Android truyen thong va hign dai nhu ap dung mé hinh hoe may 3 o: s (tottd@huitedu | MMT&

37 |tap ket hop voi hoe may cho bai I o ii R S PR = Tran Dac Tot

toan phén 1op mé doc Android ~Hehita UL Dk thng tin hon'tap'vh 1 hinh 4o thi hr'.‘? P 5 G g s wy o ; e ATTT
P P o - Thyc nghiém ap dung mang thong tin hén tap két hgp vé mé hinh dé thi hoc siu trong bai toan phén I6p ma déc Android.
- Tim hiéu cac hé théng giam sat an ninh mang phé bién hién nay
Nghién ciru trién khai hé théng |- Danh gia wu nhuge diém cac hé thong giam sat an ninh mang phd bién hién nay
L 2 % o B e P . , i oo s |lottd@huitedu, | MMT&

38 |giam sat an ninh mang dua trén - Thiét ké md hinh hé thong gidm sat an ninh mang Tran Dac Tot

logfile - Trién khai hé théng giam sat an ninh mang dya trén logfile 4 ATTT
« Cai dit cong cu giam sat system call nhur strace, sysdig hodc auditd.
= Thu thip dataset mAu tir Cuckoo Sandbox hoic cac ngudn ma déc da phan loai (VirusShare, VirusTotal, Malicia).

Nghién ciru img dung mang hoc [+ Ma hoa chudi system call duéi dang one-hot hoéic word embedding.

19 siu CNN-LSTM trong phat hién |+ X4y dyng mé hinh hoc sdu két hop CNN-LSTM trong TensorFlow hoac PyTorch. HA Hai Quin quanhh@huit & | MMT&
ma doc dua trén |u6!|g hé lhéng « So sanh md hinh CNN-LSTM v cac md hinh baseline khac (SVM, CNN, LSTM riéng biét). du.vn ATTT
(System Call Traces) « Panh gia md hinh qua cac chi s6: accuracy, precision, recall, F1-score.

« Tich hgp mé hinh vio demo don gian d& nguéi ding nhap log va nhin két qua phat hién.
+ Cai diit va sir dung cdng cu forensic: Volatility hodc Rekall dé phan u’::h RAM Dump.
T .. .. . |+Thuthip mdu RAM Dump c6 chira hoat dong fileless malware (cé the tir mdi trudmg sandbox).
N‘gh:en‘clm Pt hign ma dos ta?g + Trich xuiit dic tnmg nhu: command line, injected DLLs, API call, memory regions.
hinh (Fileless Malware) trong bo B .. IR £ i .

40 |nhe héng Deep Neural Network . Tle? xir l{ dir !‘leu va chuyen vé dinh d.;u'ag hu.?n hlrycn:‘mo hinh Hé Hai Quin quanhh@huit e | MMT&
va k§ thudt trich xudt dac trumg tir + Huan luyenl méd hinh DNN ho‘\éc M‘LP van nhieu tang an. duvn ATTT
RAM Dum + So sanh vadi cac mé hinh truyén thong nhu Random Forest, SVM.

P + Trién khai giao dién don gian cho phép nguéi ding nhip file dump va phét hién tién trinh nghi ngd.
Nghién ciru Iy thuyét vé ECC va giao thirc trao doi khoa ECDH.
N;hién clru u'ng, d!.mg m4 hoa Lu: G}lon.nél‘l ﬁn%ph?m cimg (v.i du: FSP32_ Raspberry Pi Pico). Binh Huy | dhuyi@hy| MMT&

41 |duong cong Elliptic (ECC) cho | Trién khai trén thiét bj LoT va may chi Hoa = T
thiét bi laT Bo luimg ndng luong: sir dung thiét bj do céng suit USB (USB Power Meter) d& do dong dién tiéu thu cia ESP32 trong qua trinh ma hoa adng Leduwn | A

Phén réi kién tric FIDO2 thanh cic thanh phin chinh: Client (trinh duyét), Authenticator (khoa an ninh, Windows Hello, v.v.), va Relying Party (may chi web)
Phin tich chi tiét hai giao thirc cit 16i: WebAuthn, CTAP (Client to Authenticator Protocol)
So db héa cac Iuémg dir liéu va qua trinh mét ma trong hai giao thirc chinh: Dang ky (Registration Ceremony) va Xac thuc (Authentication Ceremony)
Xy dung mot méi treémg lab hoan chinh bao gdm mét Relying Party mau
Nghién ciru, phén tich an toan cia |Thuc hién cac kich ban tin cdng gia 1ap dé xéc minh cac thude tinh an toan. Dinh H " Ahuv(@ T
42 |giao thirc xac thuc khong mit Sir dung mét thu vién FIDOZ/WebAuthn mi nguén mé dé xdy dimg mét trang web miu c6 chize ning ding ky va ding nhip bing WebAuthn ::m:y %&M h.:'l"TT

khau FIDO2/WebAuthn

Sir dung cac trinh duyét hién dai co hd trg WebAuthn (Chrome, Firefox, Edge)

Sir dung ca khoa an ninh phan cimg va trinh xac thye nén ting

hue hién Kich ban Tén céng & Phan tich: Gia ldp Phishing & MITM, Phan tich CSDL phia Server, Nghién ciru Malware phia Client
Phin tich cac két qua tir phén tich Iy thuyét va thuc nghiém




Lwong Thj Quynh Mai

Nghién ciru sdu vé cac nguyén Iy ciia mat ma hoc, dic biét 1a cac ham mét chiéu va ham bam
Nghién ciru chi tiét cdu triic va hoat ddng ciia MDS5, SHA-1, SHA-256, va SHA-3.
Tén cdng tim xung dét MD5: Sir dung céc céng cu cé sin hodc tw trién khai mét phién ban don gian héa dé tao ra hai tép tin khac nhau nhung cé ciing mét ma bam MDS
Nghién ciru, phin tich tinh an toan Tén cong ngn}r sin..h: Viét chuang trinh mé phong tin cong ngay sinh dé tim ra xung dt cho mét phién ban rit gon ciia mét ham bam. Muc dich la dé hidu rd vé dd phuc tap Banh Huy | bl MyT2
a3 | o - O(2n/2) cia tan céng.
Cla ok b bl edt 2ok Tao bing so sénh chi tié cic ham bim dya trén cic tiéu chi: 4 dai dAu ra, kich thube khéi, cAu tric, mirc 46 an todn 1§ thuyét va kha nang chéng lai cic loai thn cang da Hodng iLeduvn | ATTT
biét
Phin tich két qua tir giai doan thuc nghiém: théi gian tao xung ddt, tai nguyén cén thiét
Tim hiéu sau vé giao thire TLS/SSL, diic biét la qua trinh bt tay (handshake).
Nghién ciru cdu tric ciia chimg chi s6 X.509 va cac truong théng tin quan trong,
Phin loai céc ky thudt tn cdng MITM lién quan dén chimg chi: SSL Stripping, DNS Spoofing két hyp v chimg chi gid mao, tin cong sir dung CA gia mao.
Nghién ciru cic céng cy ma ngudn mé dung dé thuc hién tin céng MITM
Nghién ciru phét hién tin cdng xen|Thiét Iip mi tnuémg mang ao hoa (sir dung VirtualBox hoiic VMware) véi cac may éo S T pom—
44 |gita (Man-in-the-Middle) qua  |Lura chon ngdn ngit Iap trinh (Python) v céc thu vién cdn thiét (Scapy hode pyshark d& bit g tin, cryptography hofic pyOpenSSL aé phén tich chimg chi) - 21 hoangdhuy@hu| MMT&
phan tich chimg chi s Viét m cho Thanh phén thu thap dir ligu: Sir dung thy vién da chon dé loc cac géi tin TLS/SSL va trich xuéit dif liéu chimg chi. s eduvn | ATTT
Viét ma cho Thanh phén phan tich, Thanh phin cinh bao: In ra console, ghi vao file log, hodic giri théng ba
Thuc hién cac kich ban tin cong MITM trong méi treomg ao hoa
Danh gi dd chinh xac (True Positive, False Positive) ciia cdng cy va tinh chinh lai cac quy tic néu cin
Tim hiéu sdu vé Iy thuyé nhém, truemg hitu han va nén tang toan hoc cia Diffie-Hellman truyén théng.
[Nghién ciru toan hoc dudong cong Elliptic trén trudng hiru han
Phin tich chi tiét thuét toan trao ddi khéa DH va ECDH timg budc
Nahiska oo shilh oo ging ke NS}"&: ca’m‘ cac l.hu..it toé'n tén cong hiéu qua nhit cho DLP (nhu General Number Field Sieve - GNFS) vii cho ECDLP (nhu thudt toan Pollard's rho, Pohlig-Hellman). So
rao d8i khoa Diffic-Hellman v [So; 36 phitc tap cia chiing Binh Huy | hoangdhuy@hu| MMT&
o Elliptic Curve Diffie-Hellman Thizek ko vt Bt chutoing) 'y benciinck 14 : . Hoang it.edu.vn ATTT
(ECDH) Thuc thi chuong trinh benchmark cho DH vén céc kich thuac khoa pho bl::!‘l. 2048-bit, 3072-bit I
Thuyec thi chuong trinh benchmark cho ECDH vii cac duémg cong cung cdp mirc an toan tuong duong: secp224rl, secp256r] (tuong duong DH 2048/3072-bit)
Tao cac bigu dd so sanh hiéu nang (toc d§ theo mirc an toan, kich thude khoa theo mirc an toan).
Phin tich va dién giai két qua, chi ra sy khac biét 16 rét vé hiéu niing va chi phi tai nguyén.
Tim hiéu vé miéy tinh luong tir va thudt toan Shor, chimg minh tai sao no co thé pha vy RSA/ECC
Nghién ciru tong quan vé cude thi tiéu chun hoa PQC ctia NIST: céc vong thi, cic nhom thudt toan, va cac thudt toan chién thing
Chon mét thudt toan cu thé (CRYSTALS-Kyber) hodic twang tr va di siu vao bai bao gde md ta nd. Phén tich chi tiét cac bude: tao khoa (KeyGen), dong goi (Encapsulate),
va ma go1 (Decapsulate)
im hidu va cai dit thu vién libogs (Open Quantum Safe). Déy la mét thu vién mi ngudn mé cung clip cac ban trién khai tham khéao cia nhiéu thudt toan PQC
Nghién ciru va trién khai thuit  [Viét cic chuong trinh "hello-world” dom gian dé dam béo d tich hop thu vién thanh cdng va c thé goi cac ham API co ban cia Kyber/Dilithium S " WP [—
46 |toan ma hoa khang luong tir (Post- [Lap trinh img dung benchmark theo mé hinh d xac dinh déi véi Kyber (KEM): do théi gian crypto_kem_keypair() (tao cap khéa), do thoi gian crypto_kem_enc() (tao khoa :’ dy - |hoanstiuyEiu e
Quantum Cryptography - PQC)  [chung va ban ma), do than gian crypto_kem_dec() (giai ma dé lay khoa chung), ghi nhin kich thudc khoa cong khai, khoa bi mat va ban ma oing I Sk
Lap trinh img dung benchmark theo mé hinh da xac dinh d6i véi Dilithium (Signature): do thai gian crypto_sign_keypair() (tao ¢dp khoa), do thai gian crypto_sign() (ky 1én
thong diép), do thai gian crypto_sign_open() (xac thuc chir ky), ghi nhan kich thuée khoa cong khai, khoa bi mét va chir ky
Téng hop dir liéu vao bang va vé bidu d6 so sanh (vi dyu: biéu dd cét so sanh than gian, kich thuac khoa)
Phan tich cac sy danh doi (trade-offs) ciia PQC so véi mi hoa truyén thong
w‘TRU(')‘NG KHOA NGUGT LAP BIEU




