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I

NGISN cT\J GIAI PHAP
VEI-OCIRAPTOR Vi UNC
D('NG 1TONC DIEU TRA
tNG PtI6 ST'Cd AN IOAN
MANG

riir nslr&r li holl dins, c-4. rinh niig oia v.lct.|tor (rho rh6p dn lieu di&n cu6i, ph6,r rch lo& qr d6.g h6s phlil im8)
tho h6' rreg tlb di md plDns ru 06 (wy oip rd phap. ddh crp dt tli!) E6 mri, i.J@bnd.

DafisrahGuqudphd hran!a phfi hs cn. V.leraplor qu6 c& lich bin rin c6ng
Di xuir oii nan d.h hsp veleidpror vn oi. c6n8 cu klj&
&to.& ri rhufr l.l6i ld8i, viL kar qui kiao 0 ,

Nsuyin Qn&
st

runoiahu,l€du MMT&
ATT'T

NGTtrEN cO! GIT PEAP AN
ToiN CHo MANG XHONG
DAY DVA TREN c6No cU
MA NcudN Md NETALERT x

Khio lii mfi d. do6 nlls l$6ns dry Gosuc AP, uedMizcd &.6)
Phen dch dnh .rig si6m s& cU! Nad.nx (ph.er hien fiill bi h6i phdp, hanh n b& fiutm8)

thli N.rr{larx tra. na,, ch,i ubunu. m6 ph6ns mrns wFFi bins opdwRT vn oiA bi 8ii t6p (eEMU)
6n kni nans phar hi€n qu t6I c6ns rcs@ AP (An@l(,ns)

xuir siti phAp bio m6r (I?A3, ncrwo* *sm.il4ion) vn b&, oio t€! qui

Nsuyan Q{& MMT&
AITT

l

NGECN CUU VA XAY DT]NC
cAc KrcH BAN TiN c6NG
PHUC VU DAO TAo AN ToiN
THONG TIN TRfN TD THdNo
TTIAO TRIIdNC M4NO
CYBER RANGE

I(nAo eid 0A6 lod dn c6.8 nans (brut foM, privil.s. lslalion, daia .xritrarion)
ftiai 16 !6i fia! r kch hin dn c6ne si6o duc E&l qr6 REs. (K.li Liiur M.rlgloibbtc)
Trian kh.i vn kain fit ,{ch hin qu qic bu6i d,iD rro $li nshiem
D&h sia hieu qui na.s @ w i!ry ph& iiar vi ims ph6 .,j6 hec nan
B,io oio li fiurl( tn6 th,,, ta qui h&n dln, v{ da xu& oii r6n

Nguyan (rn6.
sn

runo@l1uri edu

ATTl'

NGTtrEN CUU GI^r Pll?if
DIEU PHdI TNG c(fu TI,
DoNG sucd AN ToAN
TH6NC TN.I SOAR

Da *i ot ri&' d"l' hop soaR vai ci. 6.s q, ln!.
B,io c{o li &,ryt! E a. kne, kar qud kiam ili

Khio d iilt ien8 SOAR Gt.HN., Sn!m.) l'ons qr d6ns h66 vi liau ph5i ihs ci ssd
nc'/@itain.r da md phdng

s'n ciht bno) viL kiam lllt Nsuyan Qu& sun.rrhuir edu MMT&
ATT'I

5

NGHIEI CiII, TRIiN (HAI
coNc cU PniN TicH TAN
CONG MANG THoR

Kteo s.l tinh .ana oia THOR (YARA r8n. ru16,IOC5,
THOR da

M6

rar
8li hieu qui ptA hian vn d. sr.i' ti&

Nsuy& Qu&
sn

),r,rc@Iu!.!L MMT&
A1TI

NGIdN ciru cAc KY THUAT
vA CONG cU TAN cONc
LATERAI MOVEMENT
TRONC M6I TRIJONG MANC

Ns[ia. ciru n3! rt doa m!4 (c2. dd. cxrlEarion)
CAu hinh zerq Moleh da sra,n ,i( l@ ruqns mens
M6 ph6ns tin o6f,s ta.ral Mow.nr (RDP, Pow.6hett, sed..i'] rh€n) hins Mdaptoit
Ph&: tich log, da.h sli hilu qui ph& hia: vi da iui bii. ph,ip im8 pho (nawt sstlmrdioq MFA).
B& cio li rt'uta! Eia. khai. kar qua lian fit

s!io@hrnldq MMT&
ATTI

1

An roi,r $6ng ri. ran dich w
W.b, phen ich ,i ro vd grn phap

.T6ns q6 tt cd s, dn lcu

.T&re qud ta oi. 16 h6n8 .ia wcb Appti.rion

.T6n8 q@ vi c!. nii re rt" q@ d6! wcb Alpli.dioi

.T6n8 que va oA. ki thuA dr c6n8 w.b Appliclrion !i Wcb *lw

.T6ns qu& !i qi. cAry q, kh.j $ic 6 h6!s SQL hjErion. xss, w.b phithins, fi|. uplold. rr& w.b Aprti..rim.
' Xiy dung w.b,E rhE hdn rrch bir d6 c6ry. phmg lhrl

I q@ vA kian Eic wcb Appric.rio.

Tri, Trraich va rhahu'Ed MMT&
ATlT

rm nro v. M 6na a6 hoo
wcb Phkhins - xiy duns sidi
phip clD o& *r d &n n$o

phra bao vir web fikr, DNs fi|r.., phAn mam EDR
.M6 phins Bo F& E&s drn8 nhip s,i (dtns trons h6i Eudns lab)
.D6' tim cia diu hit! phirhing rron8 tag reb
.Trian khai c6is cu kiam tra URL (PhiihTek, URLS6. io)

Tim h,au Ki $ua! l.o rcb ph'shn8:

Phen i.h c&h trgdo dtnS b' lt! qu ai6 rieg dtng nh& sii
Nban di;n phthins 66.s qE URL, na .s!dn tIrur- fatoq Js obtu!..iion ATTT

SI
T Ta! da lii GVI'D

i,,-,

I di,ir (t !p

I xar nqa

I MMr)

2
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l4
Triao kh! tinh narS hio oa ro.g
xnydune h8 du'8 sin rud linh
Ua, 6 i6

. Tn& rnli ren ha dii! hA.h Li.ux, phar !ch, thia ka € cni dal 
'lm8 

duns quin ry ,fi xuh linh kien 6 6 c6 & .luns oi. rinh n rs b,io ma cla Otut.
r C& chrlE nang chlrn tft &brilc

li l(no, nha, {eEe !& rui. l,.h Laq n$ra, L6u ot ker nqD c& l(i duar nt he fi668 ta prefiI., di ! ttlIn + x& rhuci ti&n toio
Linh kien c6 c6 ttuy xua nsudn s& b;s ma quir QR
qre ry th6 d6i t& do c6 l&r t& dm tlsac ki 36

I,t'in quy& GA hop vPD, ors)
Diau khdn tuy c& MAc + DAc

Quin li T.bldp@, s*io, ennetor
s& lB, phuc h6i d ei, d0 tiau
C& ch!rc n&a uF app mbiq
D,is ki, d,ng nhap, ddi m& khi!
Xd th6is tin sn!' xu6! linh ten, dil haos

Wct' sp.n.lmvc, &gulE, E&1js .

Hi quio t,i ct s, de li6u o,El.
, [$ diau h] h: orslc L,nnx

Ne,yEn hncnpadhu e,i MMI&
r(lfr

15

Tna. knai ilh nlns bAo ma Eoas
x& (,n8 i6s duns wb mu hin
66

. Tnan tnri t€n he diau h.nh Lhu,( pt&l dd! dii& tl vi cri d& urs duns bn 6 6 ct, 
'p 

4rs cd. tinh iirlg b6o nl& oi! Oel.
. C&ch'im,&schinhEer *d .
-Qu& li ldo, .iir eeqq Ev., 6 !6 c6 kat hop ci. ki t u6t mn h6a fi6ns tio, pofiL, dinh d. + x!. thlrc; ti&n 1.&
- O 6 

"6 "6 
r"y '!, 'sua" 8& hhs oe qua eR

- Qu& li th@ d6i h6a dd .6 l6p h6o dn du(o Li !6
- Plr.tu quyb G& hop Ym, ot-s)
- Di5 Lhi&l ruy clp MAc + DAc

- Qu.tu li l!!le!pe, seiolr @n ai6
- S- lu!, pn$. h6i @ !l., dn li6r

' Cri. .hirc .a!s rEn lrD hobie:
- or.s bi, dna nHp, ddina k u
- X@ th6nS t! o trw, hing h6o, d& herg, dlr dich w tli $t
' c6ns n8ha st (ns:
- Wcb: ap.na mE, &guld, rsdj,

- He qu&r $i .n !d dt li&: O@1.
- He dia! h&lh: Or&lc Linu

NS"yE MMT&
A]TT

kno dnn nan8 bio md, umg
xay dunc mS duns bdo dvdn8 6

. T'i& ltui aan hG diau h&h Unur; phan .h, thiA ka viL .1, d& hE duns bro dudq 6 6 c6 A, dsns cL riih ,&s bio ndr oi. Or&le

' C& chrc i.!Ig chi.n ir€n $!b.n!
QUolitlio,nhArvi&,orw,lbhkie4dicnvuc6tdhopc&kithuilmilitrtn6ns!cpo6lcdinhdol+ii.ltvq tii! rod!
- Linh ki& .n c6 ttu, xull n8u6n s6c b.ins oe qua QR
- Qunr ry lh@ d6i ho ddn c6 l&' ha. don duq. ki 36
- Phtu quytf, fte hqp wD, OtS)
- Diau kiian tuy .-6p MAC + DAC

- Quin Ii T.bl6p@, !*ioq @.eti@
- S& le, phs. hEi @ 16l dt fat
. C,a. d'it nlns r,€n .pp mobi.:
- D,ns ki, d,.s ihap, d6i m& tii!
- Xd th6nS tiI 6 Evq li,h Lieq d! i.r' bno duing

WGb sD n.t mvc. &gutq, @rs

Ha qu.d, tfl cd et dn ldu Or&le
Ha dlAr hadh: o@le Linu

Ne,yan hacnpaahuil cd MMT&
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2t
xny dune h€ $6n8 quin li ho.
iip nch hep d.n .nn hi d da

qu6n ri tn lm .hn hd e

Nshien c!o, pbin dcn di& ka cia rinh ntue, x6y duns he 66ns qui, li ho. 6p:
oQuin li ridog vi€n h6 ssi&:s vian (@ hih, !n hinh ridns). lich dry. l6p ds, v v ..

oQunn ry 3in1' vi&: h6 e sinh Mar. lcrr hoc, diim J, v.
oQuit li lop hoc Te ldp hec, d'*n dal\ p66^ nh6e, tdln n4 diin !6, xdr dah 3id, diln deh, v v.
-Xiy dvns tinh nrnr chn ti s6 vn dch ho? Mio ha h6ns LMS
oNshiei c'itu !+ c{. hi fre hd6 tns duos reo ch! ki !6
oxey dms dnn ilns Li .6 tran .r. rdn bft d.h hop tco hi rh6ns LMS

MMI&
ATTT

22
Nshi& oitu rd trian khai

K,5n trA m5 .sudn, c-iu hi.n da xft xar l5 h6ns d cia h,inh vi bA lhud!8 bi's o& ki lhA

diihvd@hun e

d!,ro
MMl&

21

Nshiar oltu va m! d& vi, nIs
dung ho. mry tlnB pna hia! ma

To h'au oi. b6 d.t43 va ne d6c
Tlm hiau oia m6 hi.h ho. niy
Kj6n lht m6 hinh xA. dinh dO chinh eic bons pha hien na d&

th'nhvd1ahu,t.

d!-!!
MMT&
ATTT

DU DO,|N vAI TRd NcUdI
DLNG TRIN MANG xi HOt
BANG PSUONG Prlip HOc

-Dv do&, vi phan b, uj tni' nsJoi d'l6g ra! nans d h6', d duns dn I'a, danh lu9.s tt Tknd E8o Nct*o.ti C& dI. E6s .l'u odE .hi $ Carrlir, (D.sE
BctweM6s, Eisactor, Cto6*) vi thu& dnn nsudi dU.s Nun_F6n1a, duq. ldli tld. da x& duns iap dn [6u d& r@& rt d6 Ei& klai quy trini phAi dch s6m:
+xiy dutg (q. r'68 phin ,,fi hanh vi vi i lri ngut i dnigl
+Gin nhih Ei rrd dsa rr€a nguAna hoac K-nj.4;
+M6 phon8 re hrin rh6.s di biils n6 l ni SrR;

thrnhvdrahtrlle MMT&
ATTT

25

xiy duns mA 36 krn hin ki.l
tha.6 h6nsta dia! h hvt! s
duns rh6 dinh ddh 16 h6n8 bio

- Nshi6 cnu ci. ra h6n8 cvE dr& hi.n tra. he di& hioh viL im8 dun8
- Phtu lofl d. t6 h6n& Buf6 ovdoo*, coMd InJer'on, sQL I'j-roq RcE, Privil.ee Es.laio
' xey duns cic kich bdn m6 ph6ns klai rhaa 16 h6ns (E€. mii ruaBs io hoa. sdbox)
- xey duns h.h bdn khai thac siip n&s @ nhSn thtc. khn f,lna phdns rhi vi Liam rht xah 6p
- Dinr! si6 6irc dO doh hdiis viL biefl pha, thi. Dhuc

MMl'&
At'ft'

nn hiau, rian llrd ha tI6nB 8dm
r n'nh 6ang snduns gi,
phip me nguan dd Libr€NMS

- nn h;u rd6n d,rc ,a siiim en hans vn oi,. odns .u mi n8u6n m,i
- Cdt d! vn rian khai hC rh6is LibreNMs da sid,n stu ma,8 n6i b6 G& lrtrns lao .hft n ne siA,. !i6 m.ns \d plar hien q, 06)
- Drnh gid khi nlng (hg duns LibrcN'.MS trong m6i i'uoS lns. d

MMl'&

21
N8hi6f,ci vn ph& hGo bfu

0rudn8 troas s,@ di.h Blekchain

oNl& dii. sir dich bA thuihs rons s& di.h Bl@kn&n nhu d6 lt.t, si6 t&
o^p duns GE h Na@l Naw.r! (GN9 da phAn tjch ludnr ri& dich
Esu6n luy& m6 hinn lran Ellipiic D.ra$! Ed.r@6 Ttula.rion Dda
C Knlo ra knn n&e ke hop GNN vn hoc t!n8 @ths da on thcn hiau qd pha hian bS drthB rons dd tlli sr& di.t d6ns.

Nsuyan rh tlaonthla)hu i( e MMT&
ATTT

23

NdiA, oiN thuA toio N.iv.
Baya la hsp rich xu, da. lms
un idia im8 duns Ems phA

ll Ph6' ich .& dac k@8 cUa cnril lta d,io (Dofrain siA h... tn kh"i dans nst, li€n t ar d& h?j).
! Kar hq! ki $u& iridr ira d{. E6s nsn ndi. bins BERT,saracBERT da cd lii6n dA! vio cho F6 hinh Naiw B!y6
E'Ihu 0rAp 6p dn lit! .mil lh& rn .& nsudn nlu spDAl,s,q E.rc. Ddala.
E Huan hyin lhu& 1otu Naj'v. Bry6 da phtu lori @.it e toin vi mait tt6 dio
EDrnh sie dO chinh lic cia n0 hinn tran Gp d& lieu 6w nShiao.

Nsut'n Thr MMI&

l9

Nd'an ojru rhuAr !od. R&dom
Fodr kat hqp rich xut d{a r'h8
nsn idia ims dvrs Eons phir

EPh6n rid .-iE di. rrFB cu orl hlts d,io (DoEin s,i m.o, B l(noi d,,E n8a, lia, !d d6c ho)
DK& hqp ki Ut6t ri.n iir dic r6s ngn nerria h s BERT/SaI.iFBERT da cii ilr6n diu vio cho m6 hinh R4dom Fd.n
n'ft! ihap ta! dt lieu .mil rh& tt c!. nsudn nhu spmAsssin, Enron Dda.et
tr Hu6n tuyio thu& roitr Red,om rore'l da pher be, .@i r s rdi. ui .fuil t,t6 dao
aDinh siiL il6 chinh xri. cu m6 hinh lr6n te! dn lGu thsc nShiam

NslGr Tti fimnlhAhnil€
d!-l4

MM'|&

l0

Nsni& .itu 6u& roin xcB@i
l.r ho, rich xua d& Ehs.sn
nEhir 

'ims 
duns Ens pha h'an

trPhan d.h cd. dtr u6s cna 6.il li6 rLiLo (Domin sii meo, rt khoi d&8 nsil liai kA doc h.,)
nK,r hop ki fiu& rich iuiir d& rhs nsn nsii! ui'8 BERT/sar.@BERt da oij 6iin dfu vao cho rhuir roin xcBer
rThu lhap vi n$ xn li 6r dt liau 6sil ri .& nsudn c6ns kna nhu spar^lssh. Enm coaB. k8sl.. v v
ilxay dvn! vt huin luyen thu& bh XCBsst tti ph6,1 hi€n Emil IE dio
BDinl si6 n6 hinh dla 116r c6c neu chi: Aeu@y, PEi!,on, Ra.ll, F I -tu v, ROC-AUC

Nsut'n Thr

ll
Ngh'an c'i m6 hinh hoc a6!
LSTM k& hop wo.d EmMdinB
lh8 dung bog phia hBn Eroil

oPh6n d.n ci itt hha oia@l li6 dio (Do@in sin dro, d tnoi dif,8 nsn,I'4. k& dic ha)
oTtu lhip vn t& i, ry 69 dn liu mail tt clc nsudn o6ns khai ni! SpmAlsii, Bnr@ CorDus, KasEl., v v
DBi& d'an v,n bdn cmail {dnh dang veror ngn trghi. sn dllns ki 6uir word Bnb.dding (Word2ve ho& ctovel
nxi, duns vi huin luyin mA hinh hec s6! lsrM da nhir di€. dail rh dno du. rran dn t.s vlr hrn
trDihi sii n6 hinh dv! Ein oi. iao chi Aeu&y, PEi,or\ R6rll, fl*.e vi ROC,AUC

Nsnyai Thi
Hans Tt&

MM1&
ATTT



Ndian cid rhu6r br, xcBoosr
nng d$n8lrong ph& hian l@

OPhin u.h hmi u Euy c6p mlna !d s dr.h oi. il* lMB 6 tna grnp nher d'cn hv ci) b, thu68
c ftu dap vi, rl li rip dn li6! los d ns!6. c6.B kn (cICJDS2ol?. trNSw-NBls )

o^p (ng fiu& toio xcBoon da huan Uy€n m6 hinh phrl hiin bAt lhutng
EK6t hqp ki lhu& xn ry dt lieu mAl .in bios nhu SMoTE ho& aDASYN da .ji fii6n lhn n.r8 phe hi6n

DPhA ri& mfu o6ns cu cinh bio Euy cfo b& thutns thdl siM thvc biins flthd (Ftslst@ln)
ED6on 8'i m6 hinh dv. rar c& ta! chir Ae!r-y, Preis@. Re3ll. r | -m vn ROC-AUC
EDi.n s'A hieu qui m6 hinh rha dO chinh x&, dO .nrv, dc d6 ri li.

Nsuyan Ixi
H6ng fiao

thaondaahuilc MMT&

tl Nslian c,i! viL Eian thai Cuc!@
- Tin hiaa oic phin h&r S@dbor pn6 bi6, hien na,
- Di.n 8'i w n uec diin oA. Sedbor
- Tim hiau CEko sdbox
- Tda. kld ha 66nc cuoko sdbox

lolld.ahu{.du
ATTT

Nshiin c,tu vn6& ki.i D.bx
- Ti6 hi& ci. phfi m&n ssdbox ph6 bi& hian D,
- Dinh sd E nnu{,c a!&r ci. ssdboi
- Tid hias Det x sdbox
- Tr& khai hC {6.r Dctq sdbox

MMT&

:lt
Nghl&l .,jru rnuil loih hoc !n! $n
nch'ch pha h'm b matuchor

- Phi, &h vn lua chon ci. lhuar rorn ph,AL! h'an, phin loai d, o6f,s DDos
- NBhiA, citu qia lhu& be. hoc se!
- Thw nrhiam 6D dunE m6 hinh ho. iau lronc bai to6n Dhar hi€n d, o6ni iJ ch6i dich w IoT

rdn D; 16r
MMT&

Nghiin ciu thuAl loin h9c sau ttrs
dar8 trong pba hdn ma d6c loT

- C& pt@s pnap ph.a h'an da d& IoT tuy& fi6ns vi h'4, d6, nhu !p &ns dd hinh ho. s6!
- Nsh,an ce me8 d6ns rrn h6n Ep w m6 h,nh ddrhrho( $u
- Thu. ffli&n ,i! dunr mana dn6nr tin h6n Bo ldt hqp v6'i n6 hiih d6 ihi hac s6! bons bii toe pnan ldp ni d& IoT

told@huncdu MMl&
ATTT

N8hiar.iru m?ns l,l6is n, h6n

ep kat hqp vln he. miy cno 6Al

t rr phtu ldp ma doc And.oid

' Tih hiar 1}' iios A.drcad
- C& phtms ph& phi( hian rni d6. Androd lruG, h5ns vn hian dri nhu ep duns m6 hinh hoc diy
- Ngrian .ru mru t6n8 tin hdn lap vdL m6 hinh dd 6i he. sau

- rhw ndi;m ,o duns nans 66ns tin h6. 4p kal hqp vdd m6 hinh d6 0,r heo sau bo.s baj todo lhan ldp me d6c Andrcid

roll(l(ihur€du MMT&
ATT1'

Nsh,a, citu kian knai h€ th6ns
gi m !40 & ninh msrS dsa lr€n

- ri,', t il*i. t G d'6ne s,6" ri( u ninh mans ph6 bi6n h'a, .ay
- Dimh siiL e nhuvc diarn aa. ha fi6ns siarn !i( & ni.n man8 pn6 b/n h,in .a,
- Thiat td m6 hif,h hC lh6ns sirm Gr a ninh n.ns
- Tria. tha ha th6ns sdm $t e ninh nsns d(,! tren lodlc

Tdn D5. T6r 'otrd(ihutr 
e,-i! MMT&

ATTT

NShian c'itu rinS dung dana he.
si! CNN-I-STM trons pha h'Gn

mi d6. dlr! E€n luans h6 th6ng

. c, d.e c6nB cu sinn ei( sd6 crll nhu rr&, sydd ho& udnd.

. Thu th6p dar.$r nA! lrn Cu.k@ Sedbox ho{. .& nsu6n me d& da phan bai (Viushae, vitufoul, Mali.ia)

. Me h@ chuSi srslft .all d6i'i dong onehot hoi. word .mb.ddins.

. x& dsnB m6 hitrh h@ sa! kA hsp CNN-I-STM rons TasrFlow ho& PyTorch

. S. sanh m6 hini CNN LSTM vln oi. m6 ninh beli.. kh& (SVM, CNN, LSTM ria.s bfl)

. Dirh Bd m6 hi.h qu! ciE chi s6: @utuy, p.6tr,@, rasll, F I -sr.

. Tich hqp m6 hinh veo dmo do siAn d6 nsud dnns nhSp lo8 vn nhan k6r que ph, h'€n

dld,llll@hun.
dq!!

MMT&
ATTT

Ndrie. oio ph6t hien md d& tlitrs
hinh (Fit.l6 Mal@) lrons bo

ihi bii,s D€., Nd6l Net*o
rd ki rhu& rich xuAt d& r.hB t ,

. Cei dar qi st do,s o6ns qr fomn. volaliliq ho& R€Lll da phi, ri.h RAM Dunp

. 'Itu fi6p niu eAM Dump o, .nlj6 hoat dOnB fi1.1.* mllws. (ca' rha it m6i rruins sdbox)

. Tdch xu6r iE tMs ihu: @mm6d lin., injet.d DLLS, API call, mmory rcs'ons

. Ti& xt Ii dt li6u vi chw& * dinh dans huin hyen h6 hinh

. Hujo llyin h6 hinh DNN ho& MLP vn .hdu rins An.

. so e,nh vd c6. m6 hinh ruyai th6ns ihu Rsdom Fo'd! svM
. Tn6, lhai 8r& dian dc siin cho phap ngrdi d,i.g bhA! fiI. dmp vd ph& hien tian dni nshi nsd

ou&nh@hu'r. MM r.t
ATTT

NshiCn ctu {mg dvnS ma h6.
dui6s @ng Elliptic (ECC) cho

Nehian oiD li druy& * Ecc vn s@ lh@ re ddi tn66 ECDH.

Lva choi na. tans phln oims (vi d{ ESrl2, Pspb.dy Pi Pi@)

r na r.h! lltn rhel q lor vamsy chu
Do luths ndns luqns ridvnslhiAbidoc6n8s,UsB(USBPo@Mdd)dadodtrstl6nleu$uc,i6ESPI2Eonequnlrinhma[@

hoeqdhuvr/rh!

{d!-q
MMI&
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Nghian citu, ph6n lich M todn cna

si& rrc x& rhuc kh6ng mal

kMu FlDOZW.bAudM

Phen r! kia. tnic FIDo2 lllinh c{. lhhh phd. .hinh Cli.nt (rrinh duyet), Authaticalor (ki& d ninh, windo$ HeUq v v ), vi R.lyins Ps'ty (mli cht web)

Ph&, dch chi !.l h.i 8!e rhft c& l6i w€!Au$i, CTA? (Clicnr to AuIhon.lbr Prorml)
sd dd h& & tuanB dn lieu tn quir rrinn nar nd rons h,j 8r& th'iE chinh D&lg ki (R.sr$ai6 cdmony) va xi. lhu. (Aurhotcrrm c.lmoiy)
xay dsns m6t m6' rutns l.b hoih chinh be gdn F6r R.ly.g P.ny mfu
ftw hiin oec kich ben d, c6ns gii l6p dd ria minh or. $u& tinh e toio.
Sn duns oir thu viai FIDO2ATcbAltn mi nBudn md da $y dvng m61 hes *b mar ot chtc nlns dlns ki vi dlns trh6, bhs wcbAu$n
Sn duns o& Eini duyer hi6n &i .6 16 trq w.bAuthn (chron.. Fido! Eds.)
st duns ci th6a & n,nh phao cirns qi hinh xic thuc n., iins
hvc hien Kich b6n TiI o6ns & Ph6n d.i oid lip Phish,.8 & MmM, Ph6n rich CSDL phia S€-e, NBhi& c,ltu Malw{. phi! cl,.nr
Phen tich oia k& qui tt phr. tich li $uya vd lnuc nd'€m

homqdhu!/Arhu

!@-!!
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NShiin cir, pher dch tinh 0 ioitr
c'l!cn hdm bnr d&E!

Nsiia,.n ser +.6c nsuya, ry oia mit ma ho., da. bia E ci. lnn h chi& "i hA b&n
Nsrti& oltu chi t& ca! Eric \n holl do,r cns MD5, SHA- 1, 5rlA-256, vi SHA'!
T6' o6ns dn sns d6t MD5: sn duns c!. c6ns cll ei' 3in ho& t, Eian khri mOr phian ben dn s,i6 h6. da Qo 6 hsi tip dn ki& nh& du ot cills mOt ni bes MD5

T&.angtr8iy!iii:vi&dMsrinhn6ph6dstiaoOnEnE,r'nndadtnhtusdO!dto60(phiarbnlnnsenc'i.hAhimtddMucdi.nhlahi&16vadOph(,E4p
o(2n2) ci! l'' c&g.
Tlo hins $ |ndt dli da o6. tnn b&n du. t & ci. riau .hi: d6 di, di! l\ rich lh6ie kl6i, .i! lrna, n,ic d6 e ronn ry duya vi khn n&s .n6tr8 h, .& loei d, c6i8 dt

Ph.6,, fich kA qut ti Bi.i dosl lhuE nshiim thdi sid $o xus d6r lii nssya, ."in 6i&

hoaqdhu!/anu

!-edlr-s

Nshian.i! ph{ i4. tin.6ns rcn

sina (Me.in$eMiddl.) qE

Tim hi& s6u ti sib Inic TLs.sSL, d& bier E qui tiin bi l., (ha.ht.I.)
Nshi€n otu .l! l'ic cn. ch'in8 chi s6 x.50, viL oi6 Eltns thOns iio q@ lrqna.
Phtu lo€r.ic kr 6oa dn c6ns MrrM li€r qe dan chtns chi. SSL Sr.ippins, DNs spofins t.l hqp v6i chnns.l sil n{o, tin o6ns si duns CA sin mto.
Nshian cE .ic c6d8 q, mn n8u6n Dd dnn8 da ths. hiin tin c6t8 MITM
Thd Ii, m6i Eudns m.ns io hiq Gt duns vinualBox ho& vMw@) ldi .{. r6y ao

U6 cho" ison ngn l& rinn eyln@) rd oi. lhu viA! cj^ ftA (s..py ho& pyshdt da bir s6i tuL 6taloe6pl, ho& pyoFtssl da ph& (d d(oB .hi).
viar m.e oho Ttitri phCn tiu d!fu dt li6u: Sn duig fiu viai de chon da lac ciE 8a ri. ILSASL td Eict n& dn lier cii,ns chi.

vA mi cno fituh phi, pli, !ct\ Th!.i plliI oioi b{.: In E 6tr$lq Ehi vio fi|. lo& ho& sld th6!g b6

Th{. hen ci. tich hin i6o 6n8 MITM !ro.s m6i tuiD8 i} h63

Danh sia 66 chitrh x!. Gru€ Poiirive ral$ P6,tirc) cna o6ns .a d tinh chinh lEi ca. quy rio i6u cAn

Dinh Huy ho&adhuvrdho
,r.du 6

MMT&
ATTT

Nghien c@ e rdnh oi@ 86 ih@
r& d6i thd6 DifieHellnd vi
EUiptc Cure D'fli6H.llmM
(ECDH)

Tih hi& sa! vi li fiuyat ni6ir\ rruins hnu h.$ !d n& lids to{,r ho. oia DiffieH.ll@ Euy& th5ns-

Nghian c'itr to6i ho. ttuing 6ng Ellipric E€n Ellia hnu h3n

Phin d.h chi !& thuir to{n !.& d6i Lntu DH vA ECDH rnma b!6c
Nsn,a, ctu ci lhui roio &r c6ns h'6u qui nld cho DLr (trhu C66!t Nmbq Fcld Si* - CNFS) vi .ho ECDLP ('nu lhuA toin Polled! fto. Pohlis'HcllltE) So

!tuh (t0 ph'irc irp ojLa .hin8
Thd ta ei e{ ct@s i'irt ba.rnEr
Thw rha cn@8 l.l.n b..chnan cho DH vo .& ki.[ rhuc ln6. phd bian: 2048-biq ]072-bn
Thv. thi chMS triol bcnchm!,l cho ECDtt rti o6. dunng @.g .uB .lp mrc & todn tudg dMg: sp224rt, sp256,l (tu@8 du@8 DH 2o48i5o?2-bn)

Tro cn biao d6 e.aon h,6u n&s (d. (!6 lh@ mt 6 lo14 kid, rhni thor fi6 mft & roio)
Phan ich ei di:n gi, k& qui, chi E su l(nr. hia 6 fl va h,e! n6ng vn ch' phi di nguyen.

hoaadhuvaahu
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Nsllia. citu vi EIh kn& lnua
bin ma h6! khinS luonS rt (Pon'

Q@rm c'ypl 8Ephy - PQc)

Tim h,& va niv d.h tuqn8 ni vi lhuar rcin shor. chnns minh la s n6 oi' d; phi vd RSA/ECC
N8hia. ci 6ns qM va cu& lhi dau chuin h6a PQc cia MsT: c& wn8 $i, .dc nh6h thu6t kxin, va oi@ thuar lIJ6n ch,an th:ns
Choi m6r thoa toio c! lha (cRYsTAls'Kybd) no& rlms q' vi di se! vio bd b.dLo s& m6 Li n6 Phen tich chi iar ot bu@ re6 ld6a (K.yGa), di'ns soi (Enc.psula&).

vi md B6i (De.psl'r.)
im hiaq vn d, d& lnu v'6n Lboq! (op.n Q@rum sd.) Dey U nOt ll1u Man m! nsudn nd cos cl, .& b& tri6l th& th@ klio cn. nhdu 6ua1 ro!, PQC

viA d. ctMB tri.n 'h.llGsdd' rt@ s&, tta dn! h& tE dcn hqp lhu na, $i,$ .6ns vi @ 0; sai ci. he6 API @ bdn .u Kyb6/Dihh'nm
La! rinh ihs duis b.ichnat ln@ m6 hinh da &i€ dint d6 ej,i Kyb6 ((rM)r do thi,i s,e cryplo k.m kcrai() (l!o cap kn6a), do lhti si6 crr?lo-rn oc() (tro kn@

chuns viL b,ir n4, do thdi si& crr?to t.o-d.d) Giai ni d6 lAy lh6a chunE), sli .nan kich thutc th6. c6trs kh!i, ld& bi ma vi, h me

Lep dnn 
'im8 

duns bachhdt 0@ n5 hitrh dlt xi. dinh d6i vn Dilthium (Sisndur.): do rhd sie cr)"lo s'gl t.'"aio (trD .-dp khoa). do thdi sie crr"lo-sis4 Gi la.
fi6na ddp), do $an s'6 crr?to sgi opoo (x& thvc .h0 ki), shi ihan k.h thoj6 *n6a c6n8 knai. kh6! bi m& vA chn ki
T6ns hsp dn [au vio b,r8 vn \,4 biiu d6 * *oh (vi du bi6u dd oor e ltnh fii,i si&, tich 66h kno)
Phnn ljcn ce. sv den d& (tldHffs) cia PQc s vn mi h6. rruy'a ll16ng

hoeqdhnv@hu
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